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DFS Edge WAN Policy for DxFleet
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Device - Source e Actual STAGING Destination PROD Destination Protocol Port(s) Action Function or Requirement
DFS Edge LaM 112 172.2920/24 WAN dxfleet-stg. dfsdx.com dufleet.dfsdx.com TCP 443 PERMIT
DFS Edge LaM 112 172.2920/24 WAN stcommondxfleetstg blob.core windows . net stcommondxfleet.blob.corewindows . net TCP 443 PERMIT Storage of System Configuration Parameters
OF5 Edge LAN 112 172.29.2.0/24 WAN ceres-stg azure-devices.net dataservices-eastus.azure-devices net TCP o FERMIT e e
5671 443 =HTTPS / 5671 = AMOP
DOF5 Edge LAN 112 172.29.2.0/24 WAN api.dataservices-stg.doverfs.com api.dataservices.doverfs.com TCP :i:: PERMIT 8863 = Device Service URL / 8496 = Authentication Token
OF5 Edge LAN 112 172.29.2.0/24 WAN ceresstg blob.core windows net dataservicesfiles blob.core windows. net TCP 443 PERMIT Generic Storage
DOF5 Edge LAN 112 172.29.2.0/24 WAN global azure-devices-provisioning.net globhal.azure-devices-provisioning.net TCP 443 PERMIT OPS Access
OF5 Edge LAN 112 172.29.2.0/24 WAN cZestgstorage.blob.core windows . net cZeprodstorage blob.core windows.net TCP 443 PERMIT |oT Edge Bloh Storage
OF5 Edge LAN 112 172.29.2.0/24 WAN cZestgstorage.queue.core windows.net cZeprodstorage.queue.corewindows.net TCP 443 PERMIT 10T Edge Queue Storage
OF5 Edge LAN 112 172.2920/24 WAN cZe-stg-iothub-default.azure-devices. net c2e-prod-iothub-default.azure-devices.net TCP i PERMIT Lebulrior Hulyfor Dfs
5671 443 = HTTPS / 5671 = AMOP
DF5 Edge LAN 112 172292024 WAN c2estgcontainerregistry.azurecr.io c2eprodcontainerregistry.azurecr.io TCP 443 PERMIT Azure Container Registries - Application Storage
DF5 Edge LaN 112 172292024 WAN c2e-stg-api-mgt.azure-api.net c2e-prod-api-mgt.azure-api.net TCP 443 PERMIT APl Management for Certificate Provisioning
DF5 Edge LaN 112 172292024 WAN c2e-stg-devices.azure-api.net c2e-prod-devices.azure-api.net TCP 443 PERMIT Automated Link To Site
DF5 Edge LaN 112 172292024 WAN settings-win.data.microsoft.com settings-win.data.microsoft.com TCP 443 PERMIT Microsoft Diagnostic and Telemetry Service [M5 BUG: To be removed?]
DF5 Edge LaN 112 172292024 WAN mcr.microsoft.com mcr.microsoft.com TCP 443 PERMIT Microsoft Container Registry
DF5 Edge LaN 112 172292024 WAN ctidl windowsupdate.com ctidl windowsupdate.com TCP B0 PERMIT Trusted Root Certificate Update Service
DF5 Edge LaN 112 172292024 WAN mscri.microsoft.com mscri.microsoft.com TCP B0 PERMIT 55L Certification Revocation - Microsoft PEI Repository
DF5 Edge LaN 112 172292024 WAN OCSp.MSOCSE.com OCSP.MSOCSP.Com TCP B0 PERMIT Online Certificate Status Protocol - Microsoft Certificate Management
DF5 Edge LaM 112 172.29.2.0/24 WAN crl.godaddy.com crl.godaddy.com TCP 80 PERMIT 55L Certification Revocation
DF5 Edge LaM 112 172.29.2.0/24 WAN crid.digicert.com cri3.digicert.com TCP 80 PERMIT S5L Certification Revocation - Digicert Certificate Management
DF5 Edge Lam 112 172.29.2.0/24 WAN cri¢.digicert.com crid4.digicert.com TCP 80 PERMIT S5L Certification Revocation - Digicert Certificate Management
DF5 Edge LaM 112 172.29.2.0/24 WAN occsp.digicert.com ocsp.digicert.com TCP 80 PERMIT Online Certificate Status Protocol - Digicert Certificate Management
DF5 Edge Lam 112 172.29.2.0/24 WAN 0.pool.ntp.org 0.pocl.ntp.org UDP 123 PERMIT Primary - NTP Time Synchronization Service
DF5 Edge LaM 112 172.29.2.0/24 WAN 1.pool.ntp.org 1.pocl.nitp.org UDP 123 PERMIT Secondary - NTP Time Synchronization Service
DF5 Edge Lam 112 172.29.2.0/24 WAN Customer Preferred Primary DNS Customer Preferred Primary DNS UDP 53 PERMIT Google - 8.8.8.8 / OpenDNS - 208.67.220.220
DF5 Edge LaM 112 172.29.2.0/24 WAN Customer Preferred Secondary DNS Customer Preferred Secondary DNS UDP 53 PERMIT Google - 8.8.4.4 / OpenDNS - 208.67.222.222




USER Application URLs - WAN Policy for DxFleet

Device ;::: Source I;:E Actual STAGING Destination PROD Destination Protocol Port{s) Action Function or Requirement
User PC LAN any WAN cdnjs.cloudfiare.com cdnjs.cloudflare.com TCP 443 PERMIT Web Application User Interface Components
User PC LAN any WAN fonts googleapis.com fonts googleapis.com TCP 443 PERMIT Web Application User Interface Components
User PC LAN any WAN content-autofill googleapis.com? content-autofill googleapiz.com TCP 443 PERMIT Web Application User Interface Components
User PC LAN any WAN unpkg.com unpkg.com TCP 443 PERMIT Web Application User Interface Components
User PC LAN any WAN fonts. gstatic.com fonts . gstatic.com TCP 443 PERMIT Web Application User Interface Components
User PC LAN any WAN agw-dufleet-stg eastus cloudapp.azure.com dufleet.dfsdx.com TCP 443 PERMIT DFleet Application URL
2452 .
T DFS AP! Core Services
User PC LAN any WAN api.dataservices-stg.doverfs.com api.dataservices.doverfs.com TCP i PERMIT 8863 = Base Services / 8452 = User Management
78 8735 = Master Data / 9078 = Reporting
User PC LAN any WAN ceresstg.blob.corewindows.net dataservicesfiles.blob.core windows.net TCP 443 PERMIT Generic Storage
User PC LAN any WAN crid.digicert.com crid4.digicert.com TCP a0 PERMIT S5L Certification Revocation - Digicert Certificate Management
User PC LAN any WAN crl.identrust.com crlidentrust.com TCP a0 PERMIT 55L Certification Revocation
User PC LAN any WAN usermanagement.dataservices-stg.doverfs.com usermanagement.dataservices.doverfs.com TCP 443 PERMIT User Management Login
User PC LAN any WAN stedsdataservicesb2c.bZclogin.com proddsdataservicesh2c.b2clogin.com TCP 443 PERMIT single 5ign On Authentication
User PC LAN any WAN signalr-dxfleet-stg.service signalr.net signalr-dxfieet.service signalr.net TCP 443 PERMIT DuFleet alerts or Notifications
User PC LAN any WAN stcommondxfleetstg.blob.core windows.net stcommondxfleet.blob.corewindows.net TCP 443 PERMIT Storage of System Configuration Parameters
User PC LAN any WAN streportdxfieetstg.blob.core. windows.net streportds«fleet.blob.core windows.net TCP 443 PERMIT On-Demand Report Storage
User PC LAN any WAN isense.dataservices-stg.doverfs.com isense.dataservices.doverfs.com TCP 443 PERMIT
User PC LAN any WAN dxmonitor-stg.dfsdx.com dxmonitor.dfsdx.com TCP 443 PERMIT
User PC LAN any WAN Customer Preferred Primary DNS Customer Preferred Primary DNS UDP 53 PERMIT Google - 8.8.8.8 / OpenDMN5 - 208.67.220.220
User PC LAN any WAN Customer Preferred Secondary DNS Customer Preferred Secondary DNS UDP 53 PERMIT Google - 8.8.4.4 / OpenDNS - 208.67.222.222




